The History of That Particular Day
Interviewer

Sophomore, which served as an intern for me in the summera€”
Michael Chertoff

Oh, great.

Interviewer

And hea€™s on break, and | said, &€ceYou got to come with me and do thisa€”a€
Michael Chertoff

Okay.

Interviewer

So hed€™s a pre-law majora€’right?

Michael Chertoff

Yes.

Interviewer

At Amherst, and hea€™s been terrific, so. So I1a€™I| ask you, for the transcriber to get the
spelling of your name, and then I1&€™I| ask your other details.

Michael Chertoff
Sure. Michael Chertoff. Michael is M-I-C-H-A-E-L, Chertoff is C-H-E-R-T-O-F-F like Frank.
Interviewer

Okay. And today is January the 18th. We are in Washington, DC, in the offices of the
Chertoff Group, a consulting firma€”is that right?

Michael Chertoff
Correct.
Interviewer

And conducting our interview here for the Center for Oral History. So Secretary Chertoff, or
Judge Chertoff, tell me where you were on 9/11 and what that day was like for you.

Michael Chertoff

Well, you know, like people remember, it was a beautiful day from a weather standpoint,
and | had a little errand | had to run in the morning, so | was headed into the office shortly
before nine oa€™clock.

Interviewer

And what office would that be?



Michael Chertoff

That wasa€”at the time | was the head of the criminal division, the assistant attorney
generala€”

Interviewer
In DOJ.
Michael Chertoff

In charge of the criminal division at the Department of Justice. And probably one of a half-
dozen confirmed Presidential appointees, in fact, at that stage, because even though it was
September, there were a lot of people backed up in the confirmation process. So I was in
the car driving myself in, and | was on the phone with my office, just to kind of check in as
to what was going on, and my personal assistant said, &€ceWell, one of your deputies
wants to talk to you.a€ So she transferred me overa€”l spoke to one of my deputies, and he
said, &€ceA plane just hit the World Trade Center.a€ And | thought, &€ceWell, thata€™s
some idiot in a private plane, probably got a little lost.4€ And we&€™re talking about it, and
then he said to me, &€ceA second plane just hit.a€

Michael Chertoff

At that point, he and | both realized it was not an accident. So | arranged to meet with him
at the Department of Justice building on Constitution Avenue, and to walk across the street
to the FBI operations center, which was the location where any domestic incident was
really going to be managed under the regime that then existed for crisis management.

So | got there a little bit after 9

004€” | think at the point at which | arrived, we learned about the plane hitting the
Pentagon, and we were in the process of getting into the FBI and going up to the fifth floor
operations center when we learned about the third plane. And | then spent the next 20
hours in the operation center as we tried to put together what was going on, and the way
we did it is there were people on the plane who had called up loved ones, and based on
some of the information that they conveyeda€”

Interviewer
Youa€™re talking about the Pentagon plane now.
Michael Chertoff

Well, all the planesa€”based on the information they conveyed, which was then being
phoned in to the FBI or the police, we began to get a picture of who the hijackers were and
approximately where they were sitting. And based on the manifests of the airliners, we
were then able to identify them and begin the process of putting together who was involved
and who was connected to them. While this is going on, wea€™re aware of the fourth
plane being hijacked, and there was present in the FBI Bob Mueller, who had just become
FBI director. | was thereéd€”l dona€™ta€” the AG was still out in the Midwest trying to get
back.

Interviewer

So that would be, at that time, John Ashcroft.



Michael Chertoff

John Ashcroft. The Deputy AG, Larry Thompson, had been asked to go to a remote
location, so it was basically | was thea€”

Interviewer
In order to protect him, right?
Michael Chertoff

In order to protect him. So | was the senior DOJ lawyer on the scene, and Bob Mueller,
obviously, was present as the FBI director. And during that period, there were a series of
secure video conferences where we tried to put together, first, what was going on, and (b)
what we needed to do to prevent other things from happening. What has been lost, | think,
sometimes in the history of that particular day is how uncertain we were about how many
other attacks there were going to be. | was present, for example, when the decision was
relayed to give the military the authority to shoot down that fourth airliner , and in fact, |
didna€™t know until later that day that the plane had crashed because of the actions of
people on the plane.

Interviewer

You thought it mighta€™ve been shot down.

Michael Chertoff

| thought it mighta€ ™ve been shot down. There was one other planeé€”
Interviewer

And that authority came directly from the President.

Michael Chertoff

Came from the President. There was one other plane that had a transponder, a hijack
transponder that went off at some point during the course of the day that was coming in
from the west, and it turned out that was an accident, but we thought we might have to see
another plane get shot down. A fire alarm went off at the State Departmenta€”l remember
watching the State Department people on the scene when the alarm went off, and there
was a rumor at that point that maybe a bomb had gone off at the State Department.

Michael Chertoff

So we were in the middle of a very dynamic event, without any knowledge about whether
the three planes that hada€”plowed into the World Trade Center and the Pentagon were
merely the first wave, or whether that was really, you know, with the fourth plane, all that
was to be expected that day. During the course of the day, as we got a picture of who was
on the airplanes that had been hijacked, and we began to home in on them in terms of their
identities, we started the process of trying to figure out who they were connected to,
because our big concern was who else is involved in this, and whata€™s the next attack
going to be?

Interviewer

Did you have any inklinga€”did this set off any instinct for you that al-Qaeda or some



terrorism was involved right from the start?
Michael Chertoff

| think during the course of that day we had already begun to speculate that al-Qaeda was
involved, because when you saw the names of the people on the planes, and you knew
they were Arab names, and we obviously were familiar with the Cole bombing and the East
African bombings, | think that was the kind of immediate first reaction.

Interviewer
Not to mention the first World Trade Center bombing as well, right?
Michael Chertoff

Correct, although | think that onea€” you know, you can argue whether that was truly al-
Qaeda, or whether it wasa€”

Interviewer
Right.
Michael Chertoff

It was Ramzi Yousef and the connection of Ramzi Yousef to Khalid Sheikh
Mohammeda€took a little while to get to that point. But | think we all had a suspicion it
was bin Laden. And what we then did is once we identified the probably hijackers, FBI
agents were sent to the airports to get credit card information and try to track back where
they had stayed, you know, where they had rented cars.

Michael Chertoff

We went into, the Bureau went into the hotel rooms and looked at their garbage to see if
there was any paper, pocket litter that might shed light on who was involved. We tracked
down the phony licenses, and ultimately that led to our finding the people who sold the
licenses, and so for the next several days, what we did is we basically builta€”

Preventing September 12, 2001
Interviewer

These would be the flight licenses youa€™re talking about?
Michael Chertoff

No, the driver licenses, &€ cause they had phony ID.
Michael Chertoff

We tracked essentially a giant link chart to connect the hijackers to the people who had
sold them licenses, people theya€™d interacted with, and that went on over a period of
days and weeks. And then those people were intervieweda€”in some cases, if they were
here illegally or if there was evidence of a crime, they were arresteda€”and the effort was,
as quickly as possible, to identify anybody who was potentially part of a conspiracy that
was still present in the US that might be involved in the next wave of attacks.

Interviewer



a€ Cause at that pointa€”people forget this, but at that point, those weeks right after
September 11, the real fear was that thered€™d be a September 12,13, 14, and 15.

Michael Chertoff

Oh, absolutely. | mean there wasa€” | mean now people go back and they go, &€ceThat
was one day,a€ but for all we knewa€”and in fact, for all we now knowa€"there were
subsequent attacks that were going to occur. They might not have been airline
attacksa€’they mighta€™ve been, for example, taxicabs with bombs, which is one rumor
that went on that day.

But what we did know is that the initial plot had occurred or had been put together, at least
for some period of time, in the United States. We had been unaware of it when it was in the
process of unfolding, before the hijackings occurred, and that raises an immediate question

what else dona€™t we know? So the real premium was how do you get as much
information as you can, from as many leads as you can, and disrupt anything thata€™s in
the works?

Interviewer

Now, | imagine one of the first thingsd€”and maybe we could sort of go around this
subjecta€”as thea€”one of the first things to think about here is at DOJ, basically, the
criminal division, [a&€™m assuming youa€™re mostly handling domestic issues.

Michael Chertoff

Correct, yeah.

Interviewer

So the FBIis mostly handling domestic issues.
Michael Chertoff

Right.

Interviewer

So then we have the CIA, who conceivably would be the other party here, but of course,
the amount of sharing of information was a critical flaw.

Michael Chertoff

Right. At that point, we were still operating under the regime of the information separation,
where you had basically a wall between intelligence information and criminal information,
and the old rule was that if you were doing an intelligence operation and using FISA and
some of the tools you can use for intelligence collection, you could not share that with the
criminal division. And once you did share it with the criminal division, you basically had to
cease the intelligence collection, and it moved over into the domain of law enforcement,
where youd€™re operating under a different set of rules.

Interviewer

And the philosophy there is that if you do not, youa€™re kind of in a witch hunt, kind of,
maybe?



Michael Chertoff

Well, the philosophy is youd€™re circumventing the Fourth Amendment, and therefore,
once you begin to focus on criminal investigation, youd€™re in the regime of the Fourth
Amendment, Fifth Amendment.

Interviewer

Explain to the viewers, the cadets in particular here, what the Fourth Amendment and the
Fifth Amendment say with respect to these questions here.

Michael Chertoff

Fourth Amendment says that you need to have reasonable grounds for search and seizure,
and you need to have, in many cases, a warrant to either search premises or to collect
intelligence information by electronic surveillance. The Fifth Amendment gives people, for
example, the right to Miranda warnings, and the right not to incriminate themselves. So
information gathered using intelligence means, which do not require the same level of
Fourth Amendment protection as a criminal investigation, and which operate under a legal
statute called the FISA statute, the Foreign Intelligence Surveillance Acta€” the idea was
that that information could only be collected if the imprimatura€”basically exclusive
reasona€”was intelligence gathering. And once you convey to the criminal division, the
purpose would change: it would then be a matter of collecting for a criminal case, and that
meant you could no longer use FISA, and you had to use the more rigorous requirements
under the Fourth Amendment and that.

Interviewer
Because then it gives a violation of due process and the Fourth and Fifth Amendments.
Michael Chertoff

Correct, and thered€™s also a statute that governs domestic criminal investigation as
opposed to intelligence. So based on this, these two separate regimes, there had grown up
a set of legal rules that essentially required you to keep a wall between intelligence
collection and criminal investigation. And based on thaté€ for example, when | was head of
the criminal division | had no knowledge of what had been collected on the intelligence
side priorto 9/11.

Interviewer

That leads me toa€”yes, | was about to say, so your familiarity with al-Qaeda and foreign
terrorist organizations had to be limited by the scope of your particular office.

Michael Chertoff

Right. Now, there had been prior prosecutions of al-Qaeda, you knowa€"there was the East
African bombing and there was the Cole, so we all knew about al-Qaeda and we all knew
about terrorism. But the real-time information collection was opaque, and | was not able to
have visibility into that. Now, after 9/11 they went to the judge at the court that supervises
foreign intelligence surveillance and they got permission to lower the wall for purposes of
the reaction after 9/11.

Michael Chertoff

And as a consequence of that, about two or three days after 9/11 | was, for the first time,



allowed to see the files at the FBI that have been collected using intelligence methods as
opposed to criminal methods. And thata€™s when | first saw the information about
Moussaoui, which had been collected based on the initial arrest and interviews of him up in
Minnesota, and which also had in the file, in other files, information that had come out of
the flight school in Oklahoma, and some of the stuff in San Diego.

Michael Chertoff

And | remember sitting in a conference room at the Bureaua€”again, this is three or four
days after 9/11, and the judge has finally given me permissions to look at thatéd€”and |
looked at the stuff about Moussaoui, and | looked at the discussion about how he had
trained. He&€™d gone to the flight schoola€”he&€™d trained in personal combata€”he had
all the characteristics that we had learned in the last few days, all the characteristics of the
19 hijackers, and | said to the person in the room with me&€”who | think was Pat Fitzgerald,
actuallya€’l said, &€ceWhen thisa€’a€

Interviewer

Turned out to be a prosecutor in Chicago, right?

Michael Chertoff

Right. I said, &€ceWhen this sees the light of day,a€ | think | used a four-letter worda€”
a€eitd€™s going to be an &€ oh, you-know-whata€™ moment. Wed€™re going to say,
a€ Wow, look at this.&€™a€ And it was obvious at that point that Moussaoui had been part
of this general plot, because his activities mirrored what, in fact, the 19 hijackers had done.
Interviewer

Sureé&€’but thena€”

Michael Chertoff

So that was a very dramatic illustration of the problem of keeping these things separate.
Interviewer

But now that means that the CIA had collected that informationa€”

Michael Chertoff

Actually, some of it was the Bureau.

Interviewer

It was the Bureau.

Michael Chertoff

The Bureau, but one part of the Bureau was not able to talk to another part of the Bureau
becausea€”and in fact, in the file there was discussion about can we get a search warrant
for Moussaouia€™s computer, to look at whata€™s in the computer?

Interviewer

Right.



Michael Chertoff

And the lawyers at the Bureau had said to the field agents, &€ceYou dond€ ™t have enough
probable cause under the Foreign Intelligence Surveillance Act.a€ And because they were
not able to share it with the guys on the criminal side of the house, no one looked at
whether there mighta€™ve been a criminal basis to go and get a search warrant. So it was
like you had two hands, not tied behind your back, but one tied to one side and one tied to
the other side, and they werend€ ™t able to work in concert.

Interviewer
This had all been gathered since 9/11.
Michael Chertoff

Righté€this is all some stuff that we learned after 9/11, because prior to 9/11, it
wouldd€™ve been illegal for me to look at this.

Interviewer
Not only that, but had the intelligence been gathered before 9/11 as well?
Michael Chertoff

Well, no&€the intelligence had been gathered prior to 9/11. The information about
Moussaoui was in the file as of August, because they had seena€"they had arrested him on
an immigration charge, and they interviewed him. They had begun to see some of the
suspicious things about his activity, but they had not looked at the computer, so the full
scope of what he had done was not evident. But after 9/11, they were able to get into the
computera€” then they really saw what he had done in terms of what his preparations were
and his training, and thata€™s when the light bulb went on.

Interviewer

So this really goes to the question that if we had had what the Patriot Act eventually was
able to achieve.

Michael Chertoff
Correct.
Interviewer

In terms of the joining of, partnership of various law enforcement agencies and intelligence
agencies, righta€”

Michael Chertoff

Yeah.

Interviewer

To sharing of information, then we would maybe have avoided 9/11.
Michael Chertoff

| dond€ ™t want to overstate this. What they had in his filed€”even what we saw after the



wall came downa€”l dona€™t know that that, in and of itself, woulda€ ™ve been sufficient.
And remember, he was only, | believe, arrested in August, so there woulda€™ve had to
have been a very, very quick turnaround.

Michael Chertoff

Nevertheless, there is at least the possibility that had someone been able to get into that
computer prior to 9/11, had they seen what was in there, and then had they connected his
travel back to the financier, who also financed the travel of the 19 hijackers, it might have
alerted the authorities to at least some of the hijackers being in the United States, and they
might have been able to disrupt the plot. You cana€™t say ita€™s a sure thing, but it took
what woulda€™ve been an impossibility and at least created some possibility of
disruption.

Interviewer

How did the FISA judge get around the Fourth Amendment and Fifth Amendment issues to
be able to release it?

Michael Chertoff

| mean he had the right tod€”see, part of what had happened over time is this: if you
actually looked at the law, ita&€™s not clear that the strict division between the intelligence
side and the criminal side, which had grown up over a period of years, was, strictly
speaking, legally necessary. What happened isd€”and this is characteristic of lawyers in
governmenta€”is they become risk-averse. So they becomea€”they take the most cautious
interpretation of the law to avoid creating a legal problem down the road. It was
compounded by the fact that the judgea€”judges tended to be very aggressive in reading
their role in the FISA process, so the judge in question who was presiding over it tended to
bea€”

Interviewer
Who was that judge, by the way?
Michael Chertoff

It was Judge Lamberth. [a&€™m not criticizing his motives, but he was very aggressive in
policing that line, and he actually took a very active role in basically having the government
come to him for permission, so. And the reason | say he was probably over-aggressive is
because in the end, there was a FISA court of review opinion that actually wound up
saying that the Justice Department and the district court had been overly restrictive in its
interpretation of the statute.

Michael Chertoff

So it might have been that, had the Justice Department appealed some of the FISA court
rulings years earlier, that the law might have developed a little differently. But it was quite
clear after the World Trade Center, the judge was going to reallyd€”was going to start
leaning the other direction, and he basically said, &€ceLook, you cana€”at this point,
obviously, you can do both intelligence and criminal investigation at the same time,a€ and
that opened the door for me to look at that file. Could he have done it prior to 9/117
Probablya€”the answer is probably &€ceyes.a€ But | would say that everybody in the
process was very, very conservativea€”l dona€™t mean politically conservative, | mean in
a cautious senseé€”about opening the door on that statute, and the irony is when it finally



was appealed, the court of appeals said, &€ceYou know, you guys were way too cautious.
You coulda€™ve actually done a lot more sharing earlier, but you didna€™t do it.a€

Interviewer
| mean the FISA court is its own separate court, so the courta€”
Michael Chertoff

Right. Therea€™s aa€”so there are district judgesa€’l think there are 114€"who did the
actual, initial legal review for FISA applications, and then there was a court of review
composed of three court of appeals judges picked by the chief justice, who would review
on appeal. And therea€™d never been an appeal to the FISA court of review, because the
Department of Justice had never wanted to challenge a district judge&€™s opinion, so
theya€™d always acquiesce. And you can argue that part of that is a reluctance to get the
judge irritated by appealing his ruling. | would argue that was a mistake, and that actually
the Department mighta€ ™ve been better served had they sought review years earlier on
other decisions, because it mighta€ ™ve calibrated the balance to a little bit more of a
middle position.

Interviewer
And who were the three judges that ruled in this case?
Michael Chertoff

| don&€™t remember all of them, but the judge who wrote the opinion was Judge Laurence
Silberman from the DC circuit.

Interviewer

Sure. And if that decision were appealed it would go to the United States Supreme Court?
Michael Chertoff

The Supreme Courta€’correct.

Interviewer

So the direct appeal from there to them.

Michael Chertoff

Yeaha€”and therea€™s never, to my knowledge, been an appeal to the Supreme Court.
Interviewer

Well, you said therea€™s never been one to this FISA&€”

Michael Chertoff

Correct, court of reviewa€’right.

Interviewer

Three-judge panel. Does that rotate, those three judges?



Michael Chertoff
Yeah. Over a period of time, they rotate them.
Interviewer

And just thinking back, then, this is the decision to challenge the district court on this was
yours?

Michael Chertoff

No, it was actually the attorney generala€™s decisiona€this was not in my domain. But
there was a legal issue that came up in 2002, and based on that, the attorney general and
the people who were on that side of the house, the intelligence side of the house, decided
they were going to authorize a review of an adverse decision they had gotten on a
particular issue, and | forget what it is, from | think it was Judge Lamberth. And so they
appealed his ruling, and in the course of reversing that, the FISA court of review looked at
the entire statute and essentially said, &€ceYou guys have been way too cautious in
interpreting the statute,a€ and in fact, suggested that much of what we did in the Patriot Act
we coulda€ ™ve done under the prior law, but the Justice Department was too conservative
about really pushing on that.

Interviewer
So the Patriot Act preceded the FISA courta€™s decision.
Michael Chertoff

| think it had been passed prior to the decision, but the decision related to events that
occurred prior to the Patriot Act, so they had to look at the law prior to the Patriot Act.

Military Tribunals Vs. Civil Courts in a Post-9/11 World
Interviewer

So leta€™s come back to your timeline. So you have four days out, you discover this
informationa€”

Michael Chertoff

Approximately four days.

Interviewer

Whatevera€” | mean within the week or whatever.

Michael Chertoff

Right.

Interviewer

Youa€™re also, | imagine, in conference about how to rearrange the law so thata€”
Michael Chertoff

Right.



Interviewer
You can share this kind of informationa€”
Michael Chertoff

Right, and also investigating, in real time, who are the other people who are potentially
connected to these 19 hijackers. So wea€™re following the money, wea€™re following
their travel pattern, wea€™re looking to see who they communicated with, so wead€™re
doing all these things at the same time.

Interviewer

But youa€™re finding impediments to this that end up being relieved through the
authorship of the Patriot Act, is that right?

Michael Chertoff

Well, what the Patriot Act did is once 9/11 occurred and the judge really lowered the wall,
at that point, we really had much freer rein than we had previously. What the Patriot Act
was designed to do, though, was to recalibrate the entire architecture, so that once things
resumed kind of a little bit more of a normal circumstance, we had a better set of tools on
information sharing. And that included information sharing both ways, from the intelligence
side to the criminal side, and from the criminal side to the intelligence side. So this was
designed toa€"the Patriot Act was not a short-term solution&€”it was designed to really
reset the architecture to make sure we never had the same problem again.

Interviewer

So you discover this about Moussaoui. Is there a question immediately as to whether to try
him in a civil court or a military tribunal of some sort? | mean this discussiona€”that has
become a kind of argument of the decade since thena€”did it start right away?

Michael Chertoff

Well, first of all, you know, this occurred before there were military tribunals. Military
tribunals were ultimately authorized by the President | think sometime in October or
November of 2001. We began looking at Moussaoui in September, and soona€”

Interviewer
Within days of 9/11.
Michael Chertoff

Yeah, within days of 9/11. Once we got that file. And then there were lawyers up in Boston
who had independently discovered some financial relationships between the hijackers and
a financier named Hawsawi in the Middle East, who actually paid for some of their tickets.
And when we wound up connecting Moussaouia€™s ticket with the same financier,
thata€ ™s when we realized we had a case against Moussaoui. So since we had
Moussaoui in custody on immigration charges, what we did is we started by creating an
indictment, which | think was issued in Boston, if A€™m not mistaken, that used all of the
financial evidence and the tickets and the stuff on the computer to put together a
circumstantial case against him. It was a very powerful circumstantial case that he was part
of the conspiracy to hijack planes and obviously put them into the World Trade Center.



Michael Chertoff

Now, the press ultimately characterized him as the 20th hijacker, and | dona€™t know that
he was the 20th hijacker, or just someone who was potentially one of the hijackers, but
there was no questiona€”

Interviewer

Then later on didna€™t youa€that he was actually involved in a different plot.
Michael Chertoff

Correct. He may have been involved in the follow-on plot.

Interviewer

Right.

Michael Chertoff

And actually, what really, | think, emerged over time was he was a hijacker, but if you kind
of look at it as a team, he was on the bench. He was not maybe an A playera€’he was a
little bita€”

Interviewer
He was a utility player.
Michael Chertoff

Yeah, he was a little bit kind ofa€”he had some personality issues. But he was the kind of
guy, if you needed somebody, you could call him up to the A team, but | think he was
originally a reserve player. But nevertheless, from the legal standpoint, that makes him
every bit as guilty of the conspiracy as the guys who were on the planes themselves.

Interviewer

Sure. So having gathered so much evidence on him in Septembera€”but the President
turning to the military tribunals option by Octobera€”

Michael Chertoff

Yeah.

Interviewer

Couldn&€™t you have tried him in a military tribunal?
Michael Chertoff

Yeah, we could have, and there was discussion about that, and a little-known fact is that
the Department of Justice in the Bush administration generally took the view that if
someone was caught in the United States, they should be tried in the civil justice system.
Now, that wasna€™t an ironclad rule, and there were a couple of cases where, because of
exigencies, which | can explain, they put people in the military system and held them. But
there was a reluctance to use military tribunals for people caught in the United States itself,
and there were a couple reasons. One is there were legal uncertainties about whether that



would be Constitutionally sustainable, but | think there was also a feeling that in the United
States, as a general matter, we dona€™t want to give Presidents too easy access to a
military justice system. [tA&€™s one thing when you capture people overseas in the field of
battlea€”ita€™s another thing when youa€™re in the United States, where we do have a
higher protection for civil liberties, even for people who are not American citizens. Nowa€”

Interviewer
Of course, there are obvious, too, historical examples, righta€”which ex parte Quirin, right?
Michael Chertoff

Right, which allows you to do it in the US, but if you look at Milligan, ex parte Milligan,
back in the Civil War, there the court seems to say, you know, if the courts are functioning in
the US, you should be trying people in the courts. Now, you know, those two cases have
never been totally reconciled, and to me, good lawyering is you dona€™t ever push the
extreme example. | think the general view at the Department was unless we really have to
take someone in the US into the military system, letd€ ™s not push the envelope. Leta€™s
try to be cautious and conservative and do them in the regular criminal justice system,
unless therea€™s some reason that that system is not going to work properly for someone
caughtin the US. So this decision actually went to the President, and in the end, |
remember 14€"the AG asked me to go into a meeting with the president.

Interviewer
The decision on Moussaoui, or the decision on whethera€”
Michael Chertoff

Moussaoui. And there was a question about should Moussaoui be put into the military
channel, or should he be put into the ordinary criminal justice system, and | was present at
a meeting with the President and the decision was ultimately made to put him into the
criminal justice system.

Interviewer

Explain that meeting to me, &€ cause that seems to bed€”again, as | said, | think one of the
criticala€”’one of the reasons why this issue has become so much the subject of argument
over the past decade is because it is so hard to figure out, right? [tA&€™s a modern, 21st
century problem.

Michael Chertoff

Right.

Interviewer

So where did that meeting happen, who was in the room, what waséa€”
Michael Chertoff

Well, | mean, as 14€"1a€™m always careful. | dona€ ™t ever discuss actual conversations
with the President, buta€”

Interviewer



No, | understand.
Michael Chertoff

But it was in the Oval Office, and it was a couple of days before we issued that indictment
against Moussaouia€”it was the final kind of &€cego or no-goa€ decision. The AG was
there, the deputy AG was there, the President was there.

Interviewer
Larry Thompson was there.
Michael Chertoff

Larry Thompson was the deputy, yeah. | think there were a few other people. And the issue
was: is this something that we should do, and is it something we can do in the criminal
justice system? And as a consequence of that meeting, the determination was that we
would go forward in the criminal justice system. | think the Department of Justice was
confident we could successfully bring that case to a conclusion in the criminal justice
system, and frankly, in part, it was an effort to see whether the criminal justice system
would work in this kind of a case. And although it was a little bit of a rocky journey, it did
work at the end of the day. Something peoplea€”

Interviewer
In that you convicted him.
Michael Chertoff

In that we convicted him. One of the ironies is that | remember at the time that we indicted
Moussaoui, and then the initial stages thereafter, there was a lot of press criticism of the
fact that we didna€™t put it to the military commission. The very same people who
criticized the administration afterwards for doing things in a military commission criticized
us at the time because we didnd€™t do them in the military commission.

Michael Chertoff

But if you look at the entirety of the approach that the Department of Justice took under |
would say both attorneysa€”under all three attorneys generaléd€’generally speaking, the
presumption was if youd€™re caught overseas, youd€™re going into a military process. If
youa€™re caught in the US, youa€™re going into a civilian process, unless there is some,
you know, pretty compelling reason why the civilian process wona€™t work, and then we
reserve the right, as Quirin permitted us to do, to put people into the military process.

Interviewer
And this discussion, what was your input? What was your point of view?
Michael Chertoff

That was generala€”’my general point of view was consistent with the view that the
presumption ought to be if youd€™re caught in the US, youd€™re in a civilian courta€”if
youa€™re caught overseas, youd€™re in a military processa€’but wed€™re always free to
change that if conditions warrant. 1&€™m what | call an &€ceall the abovea€ use all the
tools type of person. | believe nothing ought to be off the table that was a potential legal
option, but that in general, if you take people to court in the US and you put them in the



military process, youa€™re kind of pushing the envelope a little bit, and youd€™re creating
at least some discomfort from a civil liberties standpoint, because we dona€™t really want
the Presidents of the United States to be able to use the military justice system against
civilians on a widespread basis in the US.

Interviewer

Well, look at the opposition that Lincoln, our most revered Presidenta€”

Michael Chertoff

Correcta€’right.

Interviewer

Aftera€this wasa€’he was severely criticized, and historically severely criticized.
Michael Chertoff

Correct. And part of what | think, you know, the attorney general believed, and what |
believed and others believed, was if youda€™re going to go to the court, and youd€™re
going to say, &€ceWed€™ve caught somebody in the US, but we&d€™re going to need to
take him to a military process,a€ you better be able to demonstrate that thered€™s a
compelling reason. What you dona€™t want to do is take the position that wea€™re going
to do it willy-nilly and kind of heedlessly, because generally my experience with courts is
they want to do as little change as possible.

Michael Chertoff

You know, the history of the American legal system, the common law method for
adjudicating cases, is not to be writing broad strokes and do very aggressive things, but
ita€™s to do only that which you can demonstrate is necessary. And | think we believed
that in order to get the courts to bea€’rule positively to what we were trying to do, we
should demonstrate we were being responsible and we were only making changes that
were strictly necessary in order to achieve compelling reasons. Now, we felt that builds up
credibility with the courts. There are other people who believe no, you ought to, you know,
take the most aggressive position you can, and wait until somebody stops you.

Michael Chertoff

My experience as a lawyer, and particularly as a lawyer who tried a lot of cases, is
generally thata€™s how you lose cases in court. You win cases by demonstrating
youa€™re being incrementala€”you lose cases by being aggressive.

Michael Chertoff

And when | look back on that period of timea€”and |&€™ve said this publiclya€”l think that
where the administration was overly aggressive with the courts that tends to be where the
courts ruled against the administration. Where the administration was able to demonstrate
that we were being careful and incremental, we won.

Interviewer

It could also be confused with jurisdiction shopping, in a sense, if you went back and forth
between the military tribunala€”



Michael Chertoff
You could, and some peoplea€”
Interviewer

My bada€for the viewers, ita€™s picking wherever youa€™re going to have the best
chance of getting conviction, which is not uncommon in the system.

Michael Chertoff

Yeah, righta€”correct. Yeah, there were some people who argued that taking an a€ceall of
the abovea€ approach allows you to shop for the location youa€™re going to get the best
result in, and therea€™s some truth to that, but as you pointed out a moment ago,
thatd€™s always been a feature of our system. For example, in a criminal case, ita€™s
almost always been the case in a federal case, you coulda€™ve brought the case in state
court. | mean we see it now, for example, with this shooting in Tucson of Congresswoman
Giffords, and 1&€™ve seen this historically in a lot of cases.

Michael Chertoff

So the mere fact that you have a choice does not mean ita€™s illegitimate. What you do
want to have is a process that has some discipline to it, and our process, as | said, the
discipline we had in our process was a presumption, depending on where you caught
somebody, that you would either take him to the military or the civilian courts, but it was a
presumption that you could overcome if you had a good reason.

Interviewer

And if youa€™re not comfortable saying this, | understand, but in the meeting with the
President, did he come with a point of view, or did he just listen and then arrive at his
decision?

Michael Chertoff

Yeah, again, | dona€™t want to get into discussions with the President. | can tell you in
generala€”and now 1a€™m including all the years | dealt with the President on various
issuesa€’contrary to the public image, the President actually was quite open-minded about
these kinds of issues, and open to persuasion on the legal advantages or disadvantages of
any particular course of action.

For the Benefit of Intelligence
Interviewer

So the Moussaoui trial ended up being a bit of a rocky road, you said.
Michael Chertoff

Rightéd€”although I have to say no rockier, and in many ways less rocky, than the few
instances in which military commissions were used against defendants. And you know, that
was part of the argument that we made internally on why a civilian court could be an
advantage in some circumstances was because thered€™s a tried and true process.
Sometimes ita€™s not perfectly adaptive, but at least you have a kind of a track record,

and that means you have some predictability about what judges will do. The problem with
the military commission system is that it had not been used in decades, so you had to

really start from scratch, and again, my experience dealing with judges is the less of a track



record you have, the more uncomfortable the judges are. And so, for me, | always thought
actually there was an advantage, to some degree, ina€”at least when youa€™re talking
about people caught in the USa€”in taking the case into a somewhat more familiar method.
So we started the process with Moussaouia€’he wasa€”

Interviewer
More familiar for the attorneys and for the judge, 1a€™m sure.
Michael Chertoff

And for the judges, right. And frankly, also | had some reason to believe that a federal judge
might be more willing to actually rule in favor of the government than a military judge, who
might be more conscious of the questions about the legitimacy of the process, and he
might bend over backwards. And if you look at the military tribunals, therea€™s actually
been some evidence that thata€™s the casea€’the military judges have really bent over
backwards so as not to appear to be leaning in favor of the prosecution, and you
mighta€™ve had judges in the federal court who woulda€™ve actually been slightly more
favorable.

Interviewer

But to this day, do you believe as you did then, that this formula that you follow, that if the
indicted has been found here, then ita€™s civil courtsa€”if hea€™s been found
abroada€”or do you have a preference, actually, for the civil courts becausea€”

Michael Chertoff

No. My general ruled€’herea€™s where | am now, which is pretty much where | was then,
and nothing 1&€™ve seen has changed my opinion: if you catch a non-American overseas
in a field of battle, they ought to be in a military tribunal. Our ability to collect evidence is
really hampered in a battlefielda€”wea€™re just not geared for that. And beyond that,
therea€™s no civil liberties issued€"wea€™ve never had a civil liberties concern about
foreign combatantsa€”again, the benefit of the Constitutiona€”so ita€™s not like wed€™re
worried that a President is going to, you know, somehow misuse the military process
against his domestic enemies when wea€™re talking about people caught in Afghanistan
or Iraq or whatever.

Interviewer
Right.
Michael Chertoff

So my belief has been if it&€™s a non-American and theya€™re caught overseas in a field
of battle, you put them in a military process. In the US, | continue to believe the presumption
ought to be that you put people into the criminal justice system when youd€™re going to try
them. However, | dond€™t know that you have to do that right away, and at leastin a
couple of instances, when wead€™ve caught people in the US and there was either an
evidential problem with trying them right away, or there was a compelling need to get
intelligence information from them, they were actually put into a military process and held
there for some period of time in a military detention, which the courts have allowed. And
then ata€”

Interviewer



For instance, the so-called &€ceunderwear bombera€ from last year wasa€”
Michael Chertoff

Then was not done, but we dida€”it was done with Padilla and it was done with al-Marri,
and although they were eventually tried in a criminal justice process, they were held in a
military facility for a period of some considerable time while they went through the process
of being questioned to intervenea€”

Interviewer
So were they Mirandized after that process, then? Is that what happened?
Michael Chertoff

| think they were. | think when they went into that process they were not given Miranda
warnings.

Interviewer

Right, but after the military questioninga€”essentially, what youd€ ™re doing is youa€™re
saying there&€™s a reason for the public safety exception here.

Michael Chertoff

lt&€™s not even a public safety exception, although you could use that, but what
youa€™re really saying is that we will forego the benéefit of their statements, from the
prosecutiona€™s standpoint, as long as we can get intelligence information.

Interviewer
| see.
Michael Chertoff

So the general understanding was if you take someone in the US, and you put himin
military custody and you question him, chances are youa€™re not going to be able to use
their statements. In both the case of Padilla and al-Marri, ultimately they used evidence that
was not drawn from their statements to convict thema€”actually, al-Marri pled guilty, and
Padilla was convicted based on other evidence. So what youa€™re doing is youa€™re
sacrificing the evidential benefit of the questioning for the intelligence benefit.

Interviewer
Yeah, for the benefit of the intelligence.
Michael Chertoff

But at the end of the day, you know, you could take somebody like that, and you could try
them in a civilian coun, or if there was an insuperable impediment, you could try them in a
military process. But the point is the presumptiona€”if theya€™re caught in the US, | still
think it ought to be that theya€™re tried in a civilian court. And frankly, the reason is this:
understandably, wea€™re uncomfortable if we start to give Presidents a lot of authority to
arrest people in the US without putting them in the ordinary process, and, you know, we
start to worry about well, what happens if itd€™s not actually just an operative, but if
ita&€™s a financier, or if ita€™s somebody who&€™s given logistical support? And you



could start to see, you know, a hypothetical President taking a very broad view of the
power to put people in military custody in the US, and that starting to impinge on some of
our core civil liberties concerns.

Michael Chertoff

So because of the fact that we worry, frankly, more about civil liberties in the US than we do
when weé&€™re operating overseas, | think ita€™s still reasonable to presumea€”you
know, whether ita&€™s a rebuttable presumptiona€”that when people are apprehended in
the US, if theya€™re going to be tried, they ought to be tried in a civilian court.

Blurring the Lines Between Crime and War
Interviewer

Does it also, though, go to the hearta€”let me ask you a hypothetical. So leta€™s say, as
happened here, leta€™s say wed€™re actually at war.

Michael Chertoff
Right.
Interviewer

And with an identifiable national enemy with a clear center of power, as there was, a clear
line of authority, and two saboteurs are discovered on Long Island, as happened there.
Theya€™re found here in the US, and theya€™re perpetrating a crime, leta€™s saya€’|
dona€™t know whether they were really after the crime or they were justa€’leta€™s say
this group is.

Michael Chertoff

Right.

Interviewer

Do they go through civil courts?
Michael Chertoff

Well, | think you can argue based on Quirin and Milligan in both propositions. 1a€™d say
Quirin probably is a stronger argument when youa€™re literally catching an
operatived€”’somebody that is here literally about to carry out a military-type mission. So if
you had caught one of the hijackers, and they were about to board the plane, and you
knew that they were going to take the plane over and hijack, youa€™re probably pretty
comfortable taking that into Quirin. If youa€™re dealing with somebody who is a logistical
supporter, maybe an aider and abettor, maybe someone who is financing, | think youa€™d
have trouble applying Quirina€”l think that would be a Milligan case, and then you pretty
much have to take him to civilian court. But again, my general view is if you want to test
which applies, and I1&€™m a lawyer for the government, | want the strongest case before |
go into Quirin.

Interviewer

But doesna€™t it go to the much larger questiona€”that is, is this a war or a series of
crimes wea€™re facing now? Because in the case of the hijackers, theya€™re different
than the case of the German saboteurs, right? | mean theya€™rea€"they had aéd€”



Michael Chertoff

Well, | mean probably sabotage is a crime, too. See, what 1a€™ve resisted over the years
is that you got to pick one or the other. To me, ita&€™s both, and this may be part of a longer
discussion, but | think wea€™ve had a problem since the latter part of the last century by
looking at the world of security as either being war or a crime. | think those days are gone,
because of globalization of the technical capability of people, networks, to cause
destruction. Those factors have really blurred the distinction, and when we deal with
international terrorist networks, they are both committing crimes and they are at war, and |
think that the idea that we have to choose one or the other forces us into a kind of a set of
categorical debates that are unnecessary.

Michael Chertoff

| have a different viewa€”my view is these are security risks that are both war but also
criminal and the approach you ought to take is you ought to have all the tools, and you
ought to pick the tool that fits best in the certain circumstance. But | dona€™t think you got
to pick one or the othera€”l think you have the range of tools you can apply.

Interviewer

Butis it a drawback, the fact that a lot of the laws demonstrate there is a distinction? We
have the laws of war, and one of the criticisms of the Bush administration was, of course,
that if it was a war, are we following the Geneva Common Article Three, and are we doing
alla€”are we following the rules that the civilized nations have applied since, well, | guess
treaty-wise, since the 4€740s, but before that as well?

Interviewer

Or have we found that, without the change in the laws, without the sort of the law being
caught up to the 21st century?

Michael Chertoff

Well, thata€™s right, and thata€™s my point. My point is what we need to doa€”and
la€™ve argued for this for yearsa€”is to look at the legal regime that we have, the
architecture that we have, which, as you say, is now divided, divides security into two
issues. And you get into these tortured arguments about which bucket you put the
particular problem ina€”which is the more appropriate legal bucket. And you ought to say,
a€ceLooka€’leta€™s maybe revise and reset the structure, and ask what are the things
functionally we need to do, and what are the different kinds of concerns we have when we
do these things?a€

Michael Chertoff

So when we detain people, we can detain them on the field of battle, we can detain them in
an American city, and they may be detained in another city in another part of the
worldéd€"what is the appropriate legal regime we ought to use? And maybe the answer is
depending on where we detain people we change the rulesd€’we have more protections or
less protections.

Michael Chertoff

But the point is we ought to make that decision as an affirmative decision, not based on
trying to label something, but based on functionally looking at what are the kinds of things



we need to be able to do, and what are the civil liberties, Constitutional concerns, we want
to protect? And then what you do is you fit the legal architecture to the circumstances you
faced€”you dona€ ™t try to force the circumstances into a legal architecture that was
designed in a different era.

Interviewer
It makes it harder, though, finally, on judges, doesna€™t it, what the issues are broughta€”
Michael Chertoff

Well, and it shouldna€™t be done by judges. | mean this, to me, is where Congress comes
into it. | mean leta€™s take a concrete example. You know, we worry a lot about what do
we do when we have a dangerous terrorist, and wea€™ve apprehended them? We
dona€™t have the ability to try them as a criminal defendant. They may not have committed
a crime, but they are, nevertheless, at war with us.

Michael Chertoff

So how do we detain them? Well, we know if we catch them in Afghanistan, you know, we
can put them in a facility in Afghanistan and they can be held as a combatant there. Well,
what if we catch them in leta€™s say New York City? Now, if we dona€™t have a criminal
case, even though we may have plenty of good information that they are dangerous, how
do we hold thema€”whatad€™s our authority? Well, wead€™ve done that, up to now, using
the military authorities, and thata€™s been upheld by the courts, but, you know, over a
period of years, that may turn out to be an unsatisfactory way to hold them, and what the
Supreme Court has already said is youa€™ve got to have, give them habeas corpus relief.
But the Supreme Court has not been able to write a set of rules for what the burden of
proof is, what the standard that has to be met is in order to hold somebody, and theya€™ve
kind of thrown it open to the individual district courts to make that decision.

Interviewer
But the legislature should make it.
Michael Chertoff

Exactly. What Congress ought to do is they ought to say, a&€cel.ooka€” what do we do when
we have somebody in the US who we want to detain?a€ What is the process of review?
What is the burden of proof? What is the evidence? How often do you get reviewed? What
are the conditions of confinement? And then if Congress legislates, the court will review
that and see if it meets Constitutional standards, but at a minimum, then you havea€”’at
least youd€™ve kind of designed something that is fit for the purpose that you are trying to
use it for, instead of trying to take a new set of facts and a new problem and putitinto a
legal architecture that was really not designed with that set of facts in mind.

Interviewer

And this is the problem with our functioning system at the moment, right, that the
legislatures dona€™t step up to create the rules, the laws, so the judges have to become
more activist in the way they rule on laws that actually dona€™t apply to a lot of situations,
but they have to sort of force them into. And then they get accused of being activist judges,
so itA€™s a vicious circle here.

Michael Chertoff



Right. In other words, | mean if you wanta€”l mean | think judges should be deferential to
the legislature, and should be very cautious, and as Chief Justice Roberts is, very modest
in their role.

Michael Chertoff

But historically, if Congress abdicates and says, a€cel dona€™t want to deal with the
issue,a€ a€ cause ita€™s difficult or ita€™s politically unpalatable, therea€™s going to be
a vacuum, and someone is going to step into the vacuum. Now, the executive branch
stepped in in the initial period after 9/11, and | think thata€™s historically always been the
case, because the executive branch has the responsibility and the energy to do that. But
over a period of time, if Congress does not fill the void and create a more sustainable
architecture, the courts will, and thata€™s likely to be less than a satisfactory resolution,
because the courts dona€™t have the tools to really design a complicated architecture.
They have only a blunt set of tools.

Michael Chertoff

And then what you wind up with is what we have now, which is the courts striking down
things the executive does, and the executivea€™s trying to figure out what the courts want,
and the courta€™s trying to figure out what they want. And the people who have the most
authority to literally write a detailed set of rules are sitting on the sidelines and looking like
the spectators at a tennis match.

Interviewer

Right, which makes the courta€™s decisions feel illegitimate, actuallya€”
Michael Chertoff

Correct.

Interviewer

Because they dond€™t have the imprimatur 4€”

Michael Chertoff

Right.

Inelegant Legality in the Age of Terror
Interviewer

Of the people as the public branch, political branches do. So leta€™s go back to
Moussaoui. What went right, what went wrong, what surprised you? How deeply involved
were you in the prosecution, and just give me kind of a blow-by-blow of that case?

Michael Chertoff

You know, | think generally if you look at the outcome, you have to say it was an inelegant
outcome, but it achieved the purpose that was necessary, which was to convict him. He did
not get the death penalty, but that was submitted to a jury, and the jury decided that it
didna€™t want to execute him. But he did wind up getting convicted. Now, it was
complicated by the fact that he did not want to play by the rules, so he rejected his lawyers,
he filed a lot of crazy motionsa€”he really taxed the ability of the court system to manage a
litigation. He also presented a lot of serious discovery problems, because he was seeking



to get access to witnesses who he claimed would be helpful to hima€”l dona€™t think they
really woulda€™ve been helpfula€’but who were other terrorists being held in custody, and
that posed a threat to our ability to maintain their custodial circumstance and to protect
intelligence that we were gathering from them.

Interviewer

Thatéd€™s an inherent problem, then, of the civil process.
Michael Chertoff

And thatad€™s an inherent problem of the process.
Interviewer

Of the civil processa€”

Michael Chertoff

Civil process, yes, but ita€™s also an inherent problem of the military process, because
the military is also going to want a balance what discovery you get and, you know, what
discovery is denied. Now, in the end, and | think, you know, the resolution of Moussaoui
was to give Moussaoui the benefit of whatever helpful information he would get, but not
direct accessa€”he would getitin a refined form.

Michael Chertoff

And | think thata€™s probably a pretty reasonable compromise that established the
principle that you can find a workable way to prosecute these cases in a civilian court, most
of the time&€”not 100 percent of the time. And there are times when the military process
has the advantage of being a little bit more flexible on some of the technical rules that
apply in an ordinary criminal case. For example, the Sixth Amendment in a criminal case
requires that you have literally direct, face to face contact with your witness against you,
and thatd€™s a technical requirement. And maybe in a military context, you can use video
or you can use hearsay in a way that is still fair, but maybe gives a little bit less, is a little bit
less disruptive to the intelligence requirements of the government.

Michael Chertoff

So thata€™s why | say the military process may be useful even for domestic cases in some
subset of cases where the technical requirements of the Constitution make it very hard to
take a case to criminal court. But | think Moussaoui, and subsequent cases, have generally
established the proposition that in the majority of instances where someone is
apprehended in the US it will be possible to prosecute them in civilian court. Now, | think
thata€™s not true when you catch people overseas, because in that instance the evidence
is largely not in the custody of the United States. Youd€™re dealing with foreign rules and
foreign governments which make it much more complicated, and thatd€™s where my
presumption is when you catch someone overseas you do that in a military process.

Interviewer
Now, how involved were you in the Moussaoui prosecution?
Michael Chertoff

| mean | was involved then in a kind of a high level of supervision. | wasna€™t in the nitty-



grittya€”l mean | did argue one of the appeals in the Fourth Circuit, but most of the day-to-
day work was done by the lawyers.

Interviewer

And there was a problem at one point with the tampering of the&€” sharing of some
testimony, wasna€™t there? Can you think of it, Stevea€”l discussed it with you last night.

Interviewer
Oh, the problem of using things from his interrogation that would normally be allowed.
Interviewer

No, no, it wasa€’well, Ia€™Il come back to it. laA€™I| find it later after we turn the camera off
and talk to you about it. But letd€™s go to actually the interrogation question. | think | was
thinking before about something Judge Brinkemaa<€”is that how you pronounce the name?

Michael Chertoff
Brinkema.
Interviewer

Brinkema objected tod€”a transportation lawyer, maybe, who had ad€"who had shared
some of the testimony about hima€”

Michael Chertoff
| think thata€™s after my time&€”l think that occurred after | left, so.
Interviewer

So wed€™Il skip over that. During your time at DOJ, the other issue that came up for
discussion, has come up for discussion since, has been the proper role for interrogation
and methods of interrogation, particularly for CIA agents. Can you speak to the discussions
within the administration about that?

Michael Chertoff

Yeah, | was not reallya€”l mean thatad€™s not really in oura€”it was not within my domain,
and | think ita€™s been publicly reported in an IG report, an OPR reporta€”

Michael Chertoff

Right.

Michael Chertoff

That there was a point in time that | wasa€”
Interviewer

That you were advising some of this.

Michael Chertoff



Asked whether there was some way to immunize that, and | said, &€ceNo, thered€™s no
immunity for doing that kind of thinga€a€”for doing anything illegal as a means of
interrogation. And then there were opinions written by the OLC which have been the
subject of an enormous amount of back and forth, and | dona€™t want to revisit that.

Interviewer
Sure.
Michael Chertoff

Butad€”except to say that | think that the people who wrote the opinions, whom | know, were
doing their level best to try to figure out what is permitted and whata€™s not permitted
under a statute that had never been litigated, which was the torture statute.

Michael Chertoff

And, you know, therea€™s a line somewhere under that statute, and the question is how
do you draw that line, and what the legal rules are in drawing that line, and there have
been gallons of ink spilled on this question, and | dond€™t know therea€™s much more to
be said about it.

Interviewer

So anya€’you werena€™ta€"during your years at DOJ, wasna€ ™t there some
waterboarding that went on?

Michael Chertoff

Well, | mean this isa€”but this is not under our domain in the division. We didna€ ™t
supervise the CIA.

Professional Roots in the Big Leagues
Interviewer

| see. Okay, we talked about thead€”oh, | actually want to go back and look at your personal
background, if thata€™s alright. So tell me your familya€™s historya€”youa€™re from a
Russian Jewish family, is that right?

Michael Chertoff

Well, my fatherd€™s father was born in Russia, mother in Austria, and my mother was born
in Poland.

Interviewer

And 1&€™ve read that your father was born in Czarist Russiad€”is that right?
Michael Chertoff

No, my father was born in Rochester, New York.

Interviewer

Grandfathera€”’sorrya€”grandfather was born in Czarista€”

Michael Chertoff



Yeah, he escaped from the Czara€” yeah.

Interviewer

So did you grow up hearing stories of Czarist Russia from your grandfather?
Michael Chertoff

Not really.

Interviewer

You didnd€™t? When did you decide that you wanted to become a lawyer?
Michael Chertoff

| think 1 was in college&€”l was not quite sure what | was going to do next. Law school
seemed like an obvious, you know, next step, for want of any other clear idea of what |
wanted to do, so | went to law school. And | actually discovered when | was in law school
that | really enjoyed it.

Interviewer
And did you know what kind of lawyer you wanted to be immediately?
Michael Chertoff

No. | think, you knowa€”l think when | was in schoolad€”and ita€™s probably not
uncommona<€”l thought ita€™d be fun to be a lawyer who argues in the Supreme Court or
courts of appeals. But when | got out into practice and | was in a private firm for a couple of
years, | had the opportunity to try a couple of cases in district court, and then | thought it
might be interesting to trya€”

Interviewer
Was the district court district in New York City, ora€”
Michael Chertoff

No, | think | tried one in California and one in Arkansas. | was just a junior lawyer, so | was
playing a minor role, but | thought that might turn out to be very interesting, so | applied to
the US Attorneya€™s officea€”actually, a number of US Attorneya€™s offices. | got
accepted by Rudy Giuliani, who was about to become US Attorney in Manhattan, and |
started out as an assistant US attorney. | discovered | loved being a prosecutor, and I loved
trying criminal cases, so thata€™s what | decided | wanted to do.

Interviewer

So you knew Giuliani back when he was building his reputation as a prosecutor, then.
Michael Chertoff

Correct. l mean | think | was his first hire when he was US Attorney.

Interviewer



Is that right?

Michael Chertoff

Yeah.

Interviewer

So this woulda€™ve been the early 4€780s, 1a€™m thinking?
Michael Chertoff

a€™83.

Interviewer

a€™83. And tell me about Giuliania€”what kind of a man he was.
Michael Chertoff

He was a great US attorneya€”very energetic, smart, active, not afraid to do controversial
and difficult things and | think he really was a great energizer for the US attorneya€™s
office.

Interviewer
And a lot of the high profile cases that he was doing back then involved organized crime.
Michael Chertoff

Correct, and | in 1985, after 1&€™d been in the office for a couple years, he decided he
wanted to bring a case against the ruling body of the La Cosa Nostrad€”the American
Mafia. And ita€™s a body called &€cethe commission,a€ and he had gotten the idea about
this from a book that Joe Bonanno wrote, where he talked about the history of the
commission and how he had been on the commission as a, you know, decades before. So
Rudy asked me to come and kind of help put the case togethera€”’he was going to try the
case, | was going to assist him. We put the case togethera€”l did most of the putting
togethera€”for about a year, and then in the summer of 4€™86, after wed€™d indicted the
case, he wound up deciding he was going to try a different case, which was the Bronx
Democratic Party leadera€”

Interviewer
Right.
Michael Chertoff

Who was Stanley Friedman, and so | then became the first chair or the lead prosecutor for
the commission case, and | had two other lawyers who worked with me, you know, as the
second and third chair. And so | actually wound up trying that case, which I did in the fall of
a€™86, and convicted the bosses of the families of the commission, and then they all got
100 years in prison.

Interviewer

And what did you learn in that, &€ cause ita€™s beené€this had been tried for many years
and nevera€’nothing was resolved?



Michael Chertoff

Well, this was a greata€”you know, this was an investigation which also a lot of people
worked with me on this. We had the New York Police Department, the FBI, two other
prosecutorsa€”but it was about the patient assembling of facts in order to put together a
persuasive understanding of what the facts of the case were.

Michael Chertoff

And this was a case that spanned events that went back to literally the 4€740s. You know,
ita€™s been like 30-40 years of evidence to go through. And in many ways, it was a great
training for using intelligence, because much of what we did was rely on
informationa€”intelligence, so to speaka€”’not the CIA type of intelligence, but the kind that
the FBI collectsa€to target where you might find evidence, and target people that might be
useful as withesses or even as defendants, and then to use that to build a case. And the
lessons you learned from that process are how to evaluate intelligence, how to check its
reliability. You know, one thing you learn when you try a case in a courtroom is youad€™d
better kick the tires before you take the care out for a test drive, because if things arena€ ™t
really solid in the courtroom, they fall apart very quickly.

Michael Chertoff

So it teaches you not only how to collect and analyze intelligence, but how to be rigorous
about evaluating it and testing it. And | think that actually served me well in some of the
things | did when | was dealing with counterterrorism activities at the Department of Justice.

Michael Chertoff

Correct.

Interviewer

And how to prosecute syndicates.
Michael Chertoff

Right, and how to put together very complicated pictures of literally multi-decade
conspiracies, and understand how they operate, and then be able to explain how they
operate to a jury or to a judge.

Michael Chertoff

Right, then | became the first assistant US attorney in New Jersey, and | got hired for that
because of a young lawyer whoa€™d just become US attorney named Samuel Alito who
was looking for someone who had experience trying cases as his first assistant. He knew
somebody in New York&€"that person knew mea€”they put us in touch. Sam interviewed
me, we hit it off, and he asked me to come over and be his first assistant, and | was his first
assistant for three years, and then when he became a judge, | went on to the job of US
attorney. | had President Bush forty-oneé&€”

Interviewer
So you went from there to the US prosecutor in New Jersey.

Interviewer



When you wenta€”l justa€”when you were on the Third Circuit, he was there also, right?
Michael Chertoff

Correct.

Interviewer

So you sat togethera€”

Michael Chertoff

Yeah, we sat together in Third Circuit.

Interviewer

So what kind of cases did you try in New Jersey?

Michael Chertoff

| did a couple of cases. | did a big corruption case against a man named David Friedland,
who had been a state senator and had defrauded a pension fund, and had faked his own
death in a boating accident and fled to the Maldive Islands in the Indian Ocean, and had
ultimately surfaced. And we got him expelled from the Maldive Islands, brought back to the
US, and I tried him and convicted him in New Jersey in federal court. And then | tried a
longa€”

Interviewer
And now hea€™s in federal prison?
Michael Chertoff

| think he&€™s out by now, actually. And then | tried a long organized crime case involving
the Genovese family, which went on for four months, involved various murders and murder
conspiracies. And then as US attorney | tried Crazy Eddie Antar, the electronics mogul, for
securities fraud, and he was convicted in the early 1990s.

Interviewer
Then Third Circuit after that.
Michael Chertoff

No, noa€’then | went to private practice, and | was in private practice for close to ten years
at a big law firm. | opened up the New Jersey officea€”l tried a lot of criminal cases, white-
collar cases involving, you know, business people, politicians, things of that sort, and then
in 2001, when President Bush was putting together his administration, they asked me to
come on board as head of the criminal division.

Interviewer
So that was your first job administratively in government that was with the criminal division.
Michael Chertoff

Well, actually, US attorney was actually my first, back in the early 4€790s.



Interviewer

And what does the director of the criminal division doa€”forgetting, for the moment, 9/11
and the terrorism?

Michael Chertoff

Well, the head of the criminal division supervises all the prosecutors in the criminal
division, who are responsible for a series of different kinds of criminal prosecutions.

Michael Chertoff

Now, you have the US attorneys in the various 94 districts around the countrya€they are
different than the criminal division, and theya€”in almost kind of a parallel systema€”and
they report to the deputy attorney general. So you have kind of Washington-based
prosecutors in the criminal divisiona€”you have locally-based federal prosecutors in the US
attorneysa€™ offices, and then the US assistant attorney general in charge of the criminal
division has some statutory responsibility for supervising certain kinds of cases when
theyd€™re brought by the US attorneys, like racketeering cases or things of that sort. So
ita€™s kind of a complicated matrix, where you have federal prosecutors in the field,
federal prosecutors in Washington, and a kind of a mix of responsibilities.

Interviewer
Well, it also gave you an opportunity to find how to prosecute conspiracya€”

A Former Judgea€™s Objectivist Philosophy
Interviewer

And then from there you went to the Third Circuit.
Michael Chertoff

Correct. Yeah, in 2003, | went to the Third Circuit, was nominated and confirmed in June of
2003, and then | did that until the President asked me to come on board as the head of the
Department of Homeland Security, February 2005.

Interviewer

But now youd€™ve never been a judge before up a€til that.
Michael Chertoff

Correct.

Interviewer

How did it feel being on the other side of the bench?
Michael Chertoff

Well, you know, | tried a lot of cases, so | mean | was familiar with the courtrooma<€”l knew
how to argue cases in a court of appealsa€but ita€™s certainly an adjustment, and it took
a little while for me to learn not to call the other judges &€ceyour honor,a€ which | was
[Inaudible] kind of silly. But you know, you pick it up pretty quickly, and having had the
experience of having been a law clerk and a trial lawyer, it was not hard for me to make



that adjustment. It is a different rhythm, though&€”l mean youa€™re much more passive.
Youa€™re not picking your own casesa€”the cases really pick you, so to speak, and so
you learna€”what makes a good judge is not being active. lta€™s beinga€”as John
Roberts has beena€’kind of a neutral umpire, and applying the rules without having a
preference for one outcome or another outcome. And thata€™s a different experience than
being a lawyer, where youd€™re an advocatea€’but it wasna€™t actually that hard for me
to make the adjustment.

Interviewer

Because a lot of citizens, about the courtsa€”the articles you read about courts these
daysa€”that there are no neutral principles, and that theya€™rea€”

Michael Chertoff

Yeah, | think thata€™s misplaced. | will tell you that, you know, my experience as a judge,
and | did it for a little less than two years, is actually that there are neutral principles. That if
youa€™read€”’now, can a person be dishonest, and not apply them? Sure, you can be
dishonest as an accountant or as a lawyer or as anything. But if you are acting in good
faith, in the vast majority of cases, ita&€™s not hard to discern what the right answer is, and
what the law is.

Michael Chertoff

And | found, for example, there were times | decided cases, and | personally disliked the
outcome of the case. A couple of times, for example, | granted habeas petitions to
defendants where | personally knew they were guilty from looking at the record, but there
was a legal problem with the case and | had to grant the habeas petition, and it was not my
personal preference to do, but being intellectually honest, | understood it was the right thing
to do. So, you know, my experiencea€”

Interviewer
Do you think your colleagues did that too?
Michael Chertoff

Yeah, absolutely. My experience is that the vast majority of judges are perfectly capable of
being neutral in their decision-making, and that the tendency of outside observers to
believe everybody is manipulating the process to achieve a result, thatd€™s only the very
rare judge does that. | think most judges really do try to be neutral, and that they can be
neutral.

Michael Chertoff

And now, thatd€™s not to say there arena€ ™t closed cases where there are differences of
opinion, and, you know, obviously there are hard cases, but the idea that there are no
neutral principles and that the whole process is a masquerade for your personal
preferences | think is a wildly, wildly misstated criticism of the courts.

Interviewer

Well, you know, it seems to me that the popular understanding is that the courts are
another political institution, and then the more that forces both the understanding of the
courtsd€™ decisions as politically or policy oriented rather than based upon neutral
principles, the war has become a self-fulfilling prophecy, because then you would have



judges nominated who are aimed at fulfilling a political agenda. Isna€ ™t that partly where
this idea comes from?

Michael Chertoff

| think part of it is that, you know, | hate to blame the press, but the press often does
popularize the idea that these things are driven by politics. For example, you rarely read an
article about the courts where they dona€™t tell you who appointed the judge.

Michael Chertoff

But | can tell you from having sat with judges who were appointed by Republicans and
Democrats, that was not a very accurate way of predicting how judges were going to rule
on things. You know, obviously, judges do have different philosophies, and youd€™d be
unrealistic if you didna€™t say that a Stephen Breyer and a Nino Scalia look at cases
differently, but ita€™s not based on personal preference politicsa€”it is their particular
philosophy of law. But in both cases, they have neutral principles. You can argue about
what the right principles are, but ita€™s not a matter of them just putting their personal
preferences into the process.

Interviewer

Leta€™s go toa€ speaking of justices who were appointed by Presidents that you would
not have expected them to be appointed by, letd€™s go to who you worked for when you
were at the Supreme Courta€”

Michael Chertoff
Right.
Interviewer

Which is William Brennan, appointed by President Eisenhower, and | think the famous
quote was someone asking Eisenhower if he ever made a mistake when he was
President, he said, a&€ceTwo of them, and theya€™re both in the Supreme Court,a€
meaning Brennan and Chief Justice Earl Warren. Given your career path, one would not
have expected you to be working for one of the more liberal justices of the Warren era. Tell
me about that period, and what you thought about Brennan as a justice and learned from
him.

Michael Chertoff

Well, first of all, | was actually in law school, so | was 25, 24-25 when | was hired, and | was
probably among the most conservative clerks that, you know, William Brennan had,
although he didna€™t really interview you, and | dona€ ™t think he cared very much what
your politics were when he hired you. And, you know, my understanding of my role as a law
clerk was not to be the judge, but was to faithfully carry out his wishes and his decisions in
terms of research and writing, things of that sort.

Michael Chertoff

So | didna€™t have any problem working for him because | understood what my role was,
and when | hired clerks as a judge, | didnd€™t worry about what their politics were
because | understood | was going to make the decision, and their job was to faithfully carry
out, you know, what my intent was in drafting something or in researching something. And |
didna€™t mind getting pushback, you know, and having them argue with me, &€ cause



thata€™s fine, but in the end, you know, | knew what | wanted to do as a judge, and | mean
Brennan knew what he wanted to do as a judge. He was a delightful, wonderful mané€”one
of the nicest men you could ever want to meeta€”very humble. Not a guy who despite his
being a Supreme Court justice was, you know, arrogant or, you know, carried himself as if
he was some kind of a special character, but a real down-to-earth individual who was warm
and friendly, and probably in a different life woulda€™ve made a very successful politician,
&€ cause he had a good touch with people.

Interviewer
Well, hea€™d been a state politician, hadna€™t he, anda€”
Michael Chertoff

| dona€™t thinka€"hea€™d been involved in state politics, but | dona€™t think hea€™d
ever been an elected politician.

Interviewer

Oh, is that right?

Michael Chertoff

Yeah.

Interviewer

But hed€™s known as a politician of the court during that time.
Michael Chertoff

But he was very good at interacting with the other judges, anda€”
Interviewer

And building majorities, is that right?

Michael Chertoff

Building majorities, and you know, one of the things | learned from him when | was a judge
was a judge can on an appellate court, multi-member court, you can take two attitudes to
your role. One attitude can be, 4€cela€™m going to write what | want to write and vote how
| want to vote, irrespective of anybody else, and ita€™s my way or the highway. If nobody
else agrees with me, thata€™s finea€”la€™m still going to write the opinion my way.a€
Thata€™s a great way to write a lot of separate opinions. The other way is to say,
a€celook, 1a€™m trying toa€”’my job here is to give answers to legal issues, and | cana€™t
do that if lA€™m by myselfa€’1a€™ve got to at least get one, or in the case of the Supreme
Court, four other judges to agree with me.

Michael Chertoff

So without sacrificing my principles, if | can find a way to write an opinion that brings other
people in to join me, we can reach common ground on what the right answer is, then
l2€™m actually helping the lawyers and the judges on the lower courts, because 1a€™m
giving them guidance&€”1a€™m giving them an answer.a€ And sometimes thata€™s a
matter of being incremental or modest in terms of what you writed€”you know, you



dona€™t try to write the answer to everything, you just answer the question in front of you,
and ita€™s easier to get common ground that way.

Michael Chertoff

And sometimes, frankly, ita€™s just your interpersonal style. | mean ita€™d be nice to feel
that judges are not human beings, and theya€™re, you know, not swayed by human
considerations, but the fact is, if someone is difficult to deal with as a person, ita€™s likely
to be harder for them to bring a consensus together than if they are easy to deal with, and if
someone is able to engage in talk and discuss and work with another judge to come up
with what is an opinion that will satisfy his principles and your own principles, | think
thata€™s likely to be a judge whoa€™s going to have more impact than someone whose
attitude is, &€ceHered€™s my view. Youa€™re either with me or youa€™re not with me,
and 1&€™m not going to engage with you on it.4€

Interviewer

But you were there witha€”what years were that?
Michael Chertoff

a€™79 to 4€™80.

Interviewer

a€™79 to 4€™804a€”and important cases or landmark cases that were considered at the
time?

Michael Chertoff

You know, probably the most important case during my term as a law clerk was Richmond
Newspapers v. Virginia, which established that the First Amendment gives the press some
right of access to courts and proceedings and things of that sort, independent of what the
parties want.

Interviewer
| take it that Justice Brennan was ona€”
Michael Chertoff

Yeah, he was in favor of right of access, and he wrote a separate opinion, but if you look at
the opinion, you know, he was nota€”contrary to public impressiona€”a completely
unreconstructed liberal. Therea€™s a footnote in that concurrent opinion that talks about
how in the case of national security, there might be some requirement to be able to close
some proceedings off, so he had, you know, some ability to balance when you dealt with
issues of national security.

Interviewer

Who else clerked with you when you were there? Did anyone else go on to a public
career?

Michael Chertoff

Well, leta€™s seed€”la€™m trying to think of anybodya€”well, Cass Sunstein actually



clerked for Marshall.

Interviewer

Oh, is that right?

Michael Chertoff

Yeah. He was actually my roommate in college.
Interviewer

Is that righta€"thata€™s an interesting combination.
Michael Chertoff

Yeah.

Interviewer

Are you still in touch with him then?

Michael Chertoff

Actually, 1a4€™m nota€”havena€™t spoken to himin years.

The President Would Like to See You Today
Interviewer

Now leta€™s move on to homeland security, then. So the first Secretary of Homeland
Security was Tom Ridge.

Michael Chertoff
Right.
Interviewer

Establishing a brand new department, bringing pieces of other departments, essentially,
together. | guess | should ask first, did you think it was a wise decision to create a whole
new cabinet Department for Homeland Security?

Michael Chertoff

You know, | dond€™t know ifa€”at the time it was done, | was at the Department of Justice.
Interviewer

Right.

Michael Chertoff

| dond€™t know that | gave it a lot of considerationd€”again, it wasna€™t my domain. It
didna€™t affect my, you know, criminal division, so | was more of a spectator than that.

Interviewer

Retrospectively, when you look backa€”



Michael Chertoff

| think based on what | know now it made a lot of sense. | think that the ability to bring
together all of the agencies that deal with protecting our bordersa€”air, sea, and
land&€”and our infrastructure in the country, and dealing with prevention and response, |
think makes a lot of sense. And | think, you know, the ability of a single cabinet secretary to
control all those levers once youa€™ve integrated them actually is an efficient way to
achieve good results.

Interviewer

Is there the potential for sort of too many hands on the levers because the subordinates
here have their own agencies, right, that are already, where they already are chiefs, and
theya€™re going to have some conflicts of authority?

Michael Chertoff

Yeah, but ita€™s much less than if all these agencies are in different departments,
because |, at least, never found | had a problem, you knowé&€”once | made a decision, |
never had a problem having it executed.

Interviewer

Now, tell me how the process evolved. | know Tom Ridge resigneda€ then Bernard Kerik
was the first nominee puta€”

Michael Chertoff

Yeah. | think Tom was actually resigning at the end of 4€™04, was going to leave | think
January 304€”again, from the newspapers, | know Kerik wasa€”l dona€ ™t know if he was
nominated or he was just identified that they were going to nominate. | dona€™t know if he
actually got to the nomination, and then he pulled out for reasons which | think in retrospect
probably have to do with not just problems with his nanny, but some issues and
presumption of going to jail. So then | got a call from the White House and White House
personnel asking if | would be willing to considera€”

Interviewer

To reconsider?

Michael Chertoff

To considera€”

Interviewer

Oh, to consider.

Michael Chertoff

Being Secretary if the President wanted to appoint me.
Interviewer

That call comes from whom, by the way?



Michael Chertoff

It came from someone in the White House personnel, and so | called my wife and | said,
a€ceWow, youd€™d better sit down. This call has just come in.&€ And this is in January
2005, and we talked about it. | called back the next day, | said, &€ceYeah, 1a€™d be
willing.a€

Interviewer
You were on the court at this point.
Michael Chertoff

| was on the Third Circuit, and | said, a&€ceSure, 1a€™d be willing to be considered.a€ |
remember | said, you know, a€cela€™m sitting next week a€"we have a court sitting next
week, but maybe when ita&€™s over | can come down and talk to you,&€ and they said,
a€ceNo, we want you to come down today.a€ | said, a€ceWell, 1a€™m not dressed,
actually,a€ a€ cause, you know, | was in my casual clothes &€ cause | didna€™t go to
chambers in a suit. So | said, a€cela€ ™Il comea€”a€ we arranged 1&€™Il come down
tomorrow, which was Friday, so | hopped a train Friday morning, went down, met with Andy
Card, who was the chief of staff, and Dina Powell, who was the head of personnel. They
talked a little bit about the job. | talked about, you know, my feelings about it and kind of my
view of it. I think at the end of it, | saida€"the President was travelinga€” | said, a€cela€™ve
really got to go back and talk to my familya€” in particular my kidsa€” before | do anything,
a€ cause | dond€ ™t want to meet with the President and not have, you know, made a
decision, not prepared toa€”a€

Interviewer
How old are your kids&€”how old were they then?
Michael Chertoff

They were teenagers, young teenagers. So | went back on the train, and | got a call on my
cell phone. 4€ceThe Presidenta€™s come backa€’hed€™d like you to come in.a€ | said,
a€ceWell, | actually cana€™t physically get there in a minute, because 1a€™m practically
home.a€ So they said, &€ceWell, could you come tomorrow morning, Saturday morning?a€
So | said, a€cela€™Il come Saturday morning.a€ So | went home, discussed it with the
family, flew in early Saturday morninga€”

Interviewer
The family said &€ceyes,a€ | take it.
Michael Chertoff

They wered€” accepted itdé€’and met with the President that morning, flew back home, and
then on Sunday the President called me up and said that he wanted to offer me the
position, and | said | was honored and would be delighted to accepta€”which | had told him
on the previous daya€”and then it was announced a couple of days later.

Interviewer

Now, going back to where you were at that moment in your life, youa€™re a Third Circuit
judge only two years.



Michael Chertoff
Correct.

The Emotional and Intellectual Manifestation of September 11
Interviewer

Were you happy to leave the court? Were you thinking you were going to be there the long
hauld€”judges usually do stick with it?

Michael Chertoff

Yeah, | had assumed that | was going to be on the court, you know, for the rest of my life, so
| wasn&d€™t looking to leave&€”l mean | was perfectly happy where | was. But you know,
this was a unique opportunity, but more than a unique opportunity, | mean 9/11 was a huge
life-transforming event for mea€”it was the biggest event of my lifetime, to start with, and it
changed the way | looked at the world. | got very deeply involved in the period of time | was
at the criminal division in dealing with just the entire new architecture of the world we found
ourselves in, soa€”

Interviewer

Talk for a second about that, 8€ cause | want to understand that a little bit better. Tell me
what you mean by thatad€”that it changed your whole world view.

Michael Chertoff

Yeah, it dida€”it made everything else that | had done professionally pale in significance.
This was an act of war, anda€” but more than that, it was the real maybe not the opening
chapter, but the first really big chapter in what was going to be just a completely different
world from a security standpoint. We were never going to go back to the days when we had
a benign environment, and we could kind of turn our back on the world. This is the first time
in American history, since maybe the War of 1812 that the outside world came and found
us, and we didna€™t have a choice in the matter. And that was a transformative event on a
professional levela€”

Interviewer
And on a personal level.
Michael Chertoff

And on a personal level. You know, | had to calla€” on September 11, | had to call Ted
Olson, anda€” a€ cause his wife had called himéa€”and said, &€ceTed, would you
minda€”a€ you know, obviously, | felt horrible about this. You know, we told him how deeply
upset we were with this.

Interviewer

Ted Olson was then solicitor general?
Michael Chertoff

Right. What happened to Barbaraa€”

Interviewer



And his wife had died on the plane coming in to the Pentagon.
Michael Chertoff

To the Pentagon. | had to, how deeply upset we were by this, but at the same time, it was
important that he, if he was willing, tell what he knew to the FBI, so they could understand
what Barbara had told him, so we could help get that picture of whata€” you know, who had
been on the plane, and help us assemble that general picture of what the group was that
had carried out this attack. And | had had dinner with them the previous Saturday night,
S0a€”

Interviewer
With the two of them.
Michael Chertoff

In a larger group, soa€”and my wife had, too. So | mean this wasa€"9/11 changed my view
of what was important in terms of my professional and personal life. So, you know, if the
President had come to me and said, &€cel want you to be Secretary of Education,a€ | might
well have said, &€ceNo, you know, | really dona€™t like being in charge.&€ But to be
involved in the security world was, to me, the most important thing you could do. [tA&€™s
like in World War I, how would you not want to be part of the war effort?

Interviewer

Did it change your world view pessimistically? | mean are you optimistic about our ability to
fend off this enemy?

Michael Chertoff

l&€™m realistic about it. | mean | dona€™t think thered€™s ever going be a moment when
the problems of the world go away, and, you know, it was nice after the Cold War to say,
a€ccWow, the Berlin Wall came down, and now everythingd€™s going be wonderful.4€
Peace dividend, you know, the end of history a€"thata€™s foolish. Therea€™s no end of
history. And you know, the bad newsa€”

Interviewer
Did you think it was foolish then?
Michael Chertoff

| probably wasna€™t focused on it at the time, but | would say that globalization and
technology are only going to intensify the ability of small groups of people to do enormous
damage, and thata€™s a security environment in which wea€™re going to live for the rest
of human existence, so wea€™re going to have to get adapted to it. And it&€™s not going
to be something that we can resolve with a single battle or a single policy
decisiona€”ita€™s going to be something wea€™re going to have to manage from a
security standpoint throughout my lifetime and the lifetime of our children and
grandchildren. So thata€™s what | mean about being realistic.

Michael Chertoff

In many ways, ita€™s like having cancera€”you know, you may not cure it, youa€™re
going to have to manage it. Now, do | think we can manage it? Yes. Do | think it&€™s going



to require some changes in the legal architecture? As 1&€™ve said previously, | think the
answer to thata€™s a€ceyes.a€ Is it going to affect the way we live? The answer is
a€ceyes.a€ Is it going to make our lives miserable? The answer is a€ceno.a€ It does not
have to make our lives miserable, but we do have to treat it as a persistent problem.

Michael Chertoff

Now, some people dona€ ™t like that, and they get angry when you talk about that, and
they tell us, &€celtd€™s overblown, and youa€™re exaggerating it, and ita€™s fear-
mongering, and security fever.&€ And thata€™s wishful thinkinga€"thatd€™s people who
wish it were not true. They wish the world were not this way. But nothing 1a€™ve seen
about the world tells me this problema€™s going to go away. | mean even if bin Laden
disappeared tomorrow, and even if al-Qaeda disappeared tomorrow, there would be other
groups with grievances that dona€ ™t likea€”

Interviewer
This is the nature of globalization.
Michael Chertoff

This is globalization, and ita€ ™s technology, and what that means is that the ability of
people to create weapons of mass destruction will continue to be more and more widely
distributed, and wed€™re going to have to get better and better at responding and
preventing those things, but wed€™re not going to have the ability to say at some point,
a€xcWeéa€™re done, and everything is taken care ofa€’we dona€™t have any more
problems.a€

Interviewer

And how much more complicated is it in the era of globalization, the power of the non-state
actor asa€”

Michael Chertoff

Well, thata€™sa€”

Michael Chertoff

a€ Cause the nation-state is in decline, people say.
Michael Chertoff

Right. Well, itd€™s not in decline, | think, but whata€™s happened is the power has now
distributed over non, into non-state areas as well, and that means both non-state areas that
are within the domains of countries, but countries that are weak and cana€™t govern
themselvesa€’like in parts of Pakistan or Afghanistan or Somaliad€”or virtual networks that
operate over the internet, and where people are in different countries, like in Europe and
Asia and even in the US, and theya€™re communicating over the internet. So all of this
has reduced the difference between the nation-state and the non-nation-state actor, and
then the second huge development is technology. | mean the kind of destruction that in the
old days required a national government now can be achieved by a network or even a
small group.

Michael Chertoff



Soa€”and therea€™s nothing that tells me that that trend is going reverse itself, so that
comes back to my original point about the legal architecture. We can argue till wea€™re
blue in the face about whatd€™s a war and whata€™s a crime, but in a day in which a
small group can do more damage than the Germans did in World War Il, thatd€™s a foolish
distinction. Wead€™re going to have to look at security threats as an entire spectrum, and
whether we use the tools of the criminal justice system or military tools or both is going to
have to depend on a much more refined analysis of what the threat is and what the
circumstances are and what our civil liberties concerns are than just trying to find a box and
putting something in a box.

Reflecting on the Lessons of Katrina
Interviewer

Now, one of the threats to homeland security that happened while you were Secretary of
Homeland Security was Katrina.

Michael Chertoff
Right.
Interviewer

Which had to have come out of left field for youa€”it wasna€™t the kind of issue dealt with,
or probably thought about dealing with, until you became Secretary. Can you relate that
episode in American history and your part in it?

Michael Chertoff

Yeah. Well, | mean thata€”’now thata€™s, of course, as we look back on it, was not a
hurricane as much as it was the failure of the levy system, and the hurricaned€”which was
a powerful hurricane, but not extraordinary by the standard of some other
hurricaneséa€”was really the straw that broke the camela€™s back.

Michael Chertoff

In the weekend before Katrina, which | believe was the 27th-28th of August, 2005, you
know, the hurricane was tracked, it hit Florida, went across the panhandle, went into the
Gulf, and as of Saturday, they began to predict it might hit in the vicinity of New Orleans.
Without getting too bogged down in detail, the mayor and the governor were hesitant to
order an evacuation, and didna€™t do it until Sunday the 28th. And as a consequence of
that, and as a consequence of the fact that there was no real plan that they had for a mass
evacuation of New Orleans, the city did not fully evacuate. A lot of people did evacuate, but
there were a lot of people who either didna€™t or couldna€™t evacuate.

Michael Chertoff

When the storm hit on Monday the 29th, it actually didn&€™t hit New Orleansa<€”it hit east.
| think Pass Christian was kind of the center where the storm hit, and it was a very powerful
storm with a powerful surge, but in and of itself, it probably would not have caused the
degree of flooding that you had in New Orleans. That occurred when the water on Lake
Pontchartrain, which had been pushed by the hurricane, flowed back towards the city,
funneled into the 17th Street Canal, and then the water pressure forced a failure in the wall
of a canal, and then the water, basically, from the lake drained into a good deal of the city,
and thatd€™s where most of the flooding was. Parenthetically, the reason the water flowed
in the canals, there was no gate at the mouth of the canal, and there is now a gate in the



canal, and in 2008 we used that gate to drop and prevent the water from flowing back into
the canal after Hurricane Gustav. The reason there was no gate on the canal in 2005 is
because the people who lived along the lake didna€™t want a gate, because they felt it
would spoil the view and the aesthetics of their community, and without a gate, of course,
the water had nothing to block it from coming back in.

Michael Chertoff

Over the period of that day, Monday, and then overnight, New Orleans flooded like a bowl,
and at that point, the people who had not been evacuated were in peril of life and limb. The
buses which would have been normally used were underwatera€"those were school
buseséa€”’and so we had to build from scratch a capability to evacuate all those people. And
it was probably the greatest mass migration in American history, after the Dust Bowl, but
unlike the Dust Bowl, which took place over months and years, this was a matter of two or
three days.

Michael Chertoff

So much of what went on over the next week had to do with how do you build from scratch,
okay, the ability to evacuate these people and find a place to put them? And with the state
and city not capable or unable to carry that, it fell to the federal government, and | think that
my take-away from that was the absence of a plan, a contingency plan, for stepping in
when the state and locals cana€ ™t be first responders really hampered our ability to
respond appropriately. Now, | do have to say, you know, although it got little notice, or less
notice than it should have, the Coast Guarda€”which is part of the departmenta€”did a
magnificent job. | think they did 30,000-plus evacuations. But it still was a very, very difficult
circumstance over the next few days.

Interviewer

Did you see that in retrospect as a lesson to learn for a moreé&€” a less natural and more
man-made disaster, in terms of the kind of terrorism acts we&€™re talking about?

Michael Chertoff

It was a great lessona€”’maybe the most fundamental lesson of my tenured€”about the
importance of planning for incident management at the federal level. | dona€™t mean just
nominally saying wea€™re going to manage an incidenta€”

Michael Chertoff

| mean actually building a civilian planning capability thata€™s comparable to what the
military has, &€ cause up until 2005, the civilian government really did not have a robust
interagency planning capability. | mean in theory, we had plans, but in practice, they were
not really well developed, and they were not well resourced, and a lot of what we did
during 2005 and 2008 was to build the beginning of a planning process and a capabilities-
based process for the civilian government, to be used both in natural disasters and
terrorism. And you saw some of the benefit of that in 2009 when we had that flu, and they
used the avian flu plan as a template for responding. So that was really the great take-
away of Katrina.

Interviewer

What else did you learn as the Secretary of Homeland Securitya€”what would you have
done differently, and would you recommend to your successor?



Michael Chertoff

Well, | mean as | said, the big, great lesson was of course the importance of planning and
resourcing for the remote contingency, like the catastrophic contingency. You know, you
learn a lot of different things. You learn the importance of how you roll out a new initiative,
and the importance of laying the groundwork, both in terms of stakeholder groups and
publicly, before you do something. You know, a classic example of that was Dubai Ports,
where a perfectly benign transaction involving the purchase of terminal machinery at ports
by Dubai World, Ports World became a huge flack because it had not been properly rolled
out. The people who did the transaction didna€™t kind of give a heads-up to everybody
who might be relevant and explain that the transaction was a perfectly benign transaction,
and so when it firsta€”

Michael Chertoff
So for my viewers, what happened here was that Dubai wasa€”
Michael Chertoff

This was aa€”it was a company based in Dubai, in the UAE&€"they bought a company, port
terminal company, and right away it hit the airwaves as the, you know, Arab countries
buying our ports, and our port security is threatened, and theya€™re going to be bringing in
people from the Arab Gulf to man our ports. Now, there was no truth to thata€”in fact, the
people who were going to operate the machinery were the very same longshoremen,
unionized longshoremen, who have always done it.

Michael Chertoff

But because they didna€™t prepare the groundwork and explain in advance whata€™s
the transaction, who&€™s buying it, whatd€™s being bought, what is the plan going
forward, and because people were caught by surprise, the public relations element
became a debacle. And then the reality never caught up to it, so in the end, the transaction
occurred, but they wound up selling the US operations to another company. So thata€™s a
small example of one of the lessons you learn, which is how do youa€”how you roll out an
initiative, and how you prepare, and how you explain it has a great deal of operational
significance in terms of your ability to succeed in carrying the initiative out.

Interviewer

What role does the Army have, or should it have, or can it have, particularly given our
historical concerns about a standing army, in homeland security?

Michael Chertoff

Well, | mean Katrinad€™s a great example of this. Wead€™ve had a very constrained role,
from a legal standpoint, for the military in dealing with domestic matters, and one of the big
issues in the first week of Katrina was when the state did not have the capability to execute
what it needed to execute, what was the ability of the President either to take over the
National Guard or to bring Title X military forces into play? And it was enormous dispute
about that, and legal uncertainty, and a hesitancy on the part of the Pentagon to take that
step, and the governor was very reluctant to ask for those troops to come in, and it
wasna€ ™t a€til Saturday when the President finally decided in a limited way to send
troops in, and that, again, was after a lot of legal wrestling.

Interviewer



Explain a little bit about the legal wrestling so that thea€”
Michael Chertoff

There are a set of laws that basically prevent militarya€”particularly the Armya€’military
forces from engaging in law enforcement or security activities in the United States.
Thatad€™s part of our traditional reluctance from a civil liberties standpointa€”exceptin a
couple of narrow cases where thered€™s insurrection or a civil rights issue.

Michael Chertoff
Like as a part of the riots in the 4€760s and that case, right.
Michael Chertoff

Right. And in the case of a natural disaster, that doesna€ ™t fit within that template, so
whether the President has the right to bring those troops in is a serious open question.
Now, you could argue what the President shoulda€™ve done is bring the troops in and
then let the consequences sort themselves out afterwards. This was a case where the
President was actually reluctant to test the bounds of legality and overstep, and it took
several days before everybody became comfortable that the President could bring the
troops in for a limited purpose. It may be that the take-away lesson is that one should be as
vigorous in responding to a natural disaster as you are to an attack, because the effect, in
many ways, is the same, and you know, ita&€™s the same kind of Lincoln moment, where
Lincoln says, you know, a€cela€™m going to disobey some of the laws in order to make
sure that | preserve the greater good.a€ [BKGMC31]

Michael Chertoff

Interestingly, after Katrina there was an effort made to broaden the Presidenta€™s power
to bring troops in in an emergency, and it passed Congress in 2006, but then it was
repealed the next year, because the governors hated the idea of the President having that
authority.

Interviewer
For that traditional fear of federal authority being moved in on states.
Michael Chertoff

Correct, because they wanted to preserve their primacy in responding, and the truth is that
most of the time, that works very well. The problem is the experience [a€™ve had in both
9/11 and Katrina is that rare, but nevertheless catastrophic, instance where what usually
works doesna€ ™t work, and thata€™s the kind of remote but extreme contingencya€”what
some people call a &€ceblack swanéa€a€that you have to be prepared for.

Interviewer

| think youa€™rea€”

Michael Chertoff

Can | take a break for a second?

Interviewer



| think we&€™I| stop here, actually, &€ cause we got ind€"we have to move off thed€’thank
you.

Michael Chertoff
Yeaha€”



